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3ABE3NEYEHHA CTIMKOCTI EHEPTETUYHOI CUCTEMHY YKPATHU 3A YMOB IICJAABOEHHOTO BIIHOBJIEHHA
ENSURING THE RESILIENCE OF UKRAINE'S ENERGY SYSTEM UNDER THE CONDITIONS OF POST-WAR RECOVERY

Haripceka K. €., CagoBcbka 1. B, Cemenos H. O, Sadovska I, Nahirska K., Semenov N., Zhovkovska T.
YKoskoBcbka T. T., 3a6e3nedyeHHs CTIHKOCTi eHepreTUIHOI Ensuring the resilience of Ukraine's energy system under
CHMCTeMU YKpaiHHU 3a YMOB MIC/ISIBOEHHOI'O BilHOBJIEHHS. the conditions of post-war recovery.
Ykpaincokutl scypHan npukaadHoi eKOHOMIKU ma mexHIKU. Ukrainian Journal of Applied Economics and Technology.
2026. Tom 11.Ne 1. C. 479 - 484. 2026. Volume 11. N2 1, pp. 479 - 484.

Russia’s full-scale invasion has caused colossal damage to Ukraine's energy infrastructure, severely jeopardizing the stable functioning of the
national economy and public welfare. Under these unprecedented conditions, ensuring systemic energy resilience has shifted from a technical
task to a strategic national priority that requires comprehensive scientific inquiry. This study aims to investigate the complex mechanisms and
practical tools to ensure the resilience of Ukraine's energy system amid prolonged armed conflict and subsequent post-war reconstruction, while
identifying priority directions for its transformation, taking into account green transition principles, technological modernization, and
regulatory-financial realities. The research relies on a comprehensive, systemic approach, employing structural-logical and comparative
analyses, scenario modeling, and the synthesis of recent empirical data and scientific literature from domestic and international scholars. Key
operational threats to energy resilience were identified and classified across six interdependent dimensions: physical, resource, technological,
financial, regulatory, and human capital. The study conceptualizes the post-war "window of opportunity”, proving that recovery must avoid
reproducing outdated Soviet centralized architecture. Instead, priority is placed on establishing a distributed, flexible energy network driven by
renewable energy sources, microgrids, Smart Grid infrastructure, and hydrogen technologies. Furthermore, a portfolio-based financial model
integrating EU grants, green bonds, and public-private partnerships was structured, alongside an analysis of legislative barriers and severe
personnel shortages. Achieving long-term energy resilience requires a synchronized strategy in which technological upgrades, regulatory
adaptation to EU directives, cybersecurity, and human capital retention mutually reinforce one another to ensure Ukraine’s macroeconomic
continuity and national security. As for the prospects for further research, it would be logical to focus on the mathematical calculation of the
economic benefits of decentralization, the analysis of successful case studies involving the creation of autonomous energy islands (microgrids)
in communities, and the study of how the digitalization of management affects the overall cyber resilience of Ukraine’s energy sector.
Keywords: energy security, resilience of the energy system, renewable energy, decentralized generation, green transition, recovery of Ukraine,
cybersecurity, Smart Grid (a modernized electrical grid that uses digital technologies), European integration.
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Statement of the problem

Ukraine’s energy sector has proved to be one of the main targets of targeted missile and drone strikes during the full-
scale military invasion by Putin’s Russia, which began in February 2022. Systematic, massive strikes on thermal power stations,
hydroelectric complexes and the nuclear power sector (not directly at the nuclear power units themselves, but at the high-
voltage substations that are critical for transmitting electricity from the nuclear power stations to the Ukrainian power grid),
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distribution networks and gas transmission hubs were unprecedented in modern military practice in terms of their scale and
intensity.

At the same time, a situation has arisen that is referred to in the academic literature as a ‘window of opportunity’,
because the large-scale destruction, for all its tragedy and cost, has created a real chance for us to radically reform the sector.
Instead of restoring the outdated Soviet centralized model, Ukraine can consciously choose to build a modern, flexible, and
resilient next-generation energy system.

The urgency of this choice is heightened by external factors: the country’s European integration commitments, the
requirements of EU climate legislation, and the direct link between the so-called ‘greenness’ of reconstruction solutions and
access to international funding. Consequently, ensuring resilience is not purely technical — it has clear economic, legal and
geopolitical dimensions.

Discussions surrounding the issues of energy security, recovery, and modernization intensified significantly after
2022, following Putin's announcement of the so-called "special military operation" and the initiation of bombardments
targeting critical infrastructure. In this scientific work, the following types of research and publications were utilized:

The first direction concerns conceptualizing the green energy transition as a framework for reconstruction. Roman
Zvarych and Olha Masna argue that post-war recovery and decarbonization are not competing but mutually reinforcing goals:
integrating renewable energy sources into reconstruction programs simultaneously enhances system resilience and opens
access to EU climate financing. The authors view the green transition not as an additional burden, but as a resource for
attracting external support [1].

The second encompasses a comprehensive assessment of the energy system's state and its potential development
trajectories. Nataliia Osadcha, together with Andrii Zaverbnyi, offers a comparative analysis of recovery scenarios—ranging
from conservative (restoration of pre-war architecture) to transformational (a transition to a distributed model). Their
conclusion indicates that the transformational scenario is both more economically justified and more security-oriented, and
will prevail in the long term. A similar conclusion is supported by the authors of a publication in BIS Energy and Engineering,
who demonstrate that the development of renewable energy provides structural decentralization, which serves as a natural
defense against localized destruction [2,3].

The issue of public perception regarding reconstruction priorities is investigated in the work of Olena Savchenko and
her colleagues. A large-scale survey revealed that the vast majority of respondents are significantly more inclined to support
decentralized solutions—such as solar and wind installations at the community level—than to restore large, centralized power
plants. This indicates the existence of a social base for a transformational course, which is an important prerequisite for its
legitimation [4].

The legal and regulatory dimension of reconstruction is examined in the works of Taras Hurzhii, who analyses the
administrative and legal regulation of renewable energy and highlights systemic gaps in current legislation: slow permitting
procedures, underdeveloped support mechanisms for small-scale generation, and insufficient alignment with EU directives.
These deficiencies not only slow down the transition to RES but also reduce the sector's investment attractiveness for
international capital [5].

A technical analysis of the current state of the Integrated Power System (IPS) and specific measures to strengthen
grid reliability is presented in Sirenko et al. The authors analyze in detail the consequences of damage to key nodes of the IPS
and propose a set of measures to enhance redundancy and emergency-regime management. The practical aspect of energy
efficiency in building reconstruction—specifically, the implementation of next-generation district heating systems—is
examined in the article by Savchenko, which quantitatively confirms significant potential for primary energy savings [6,7].

The security dimension in a broad chronological and conceptual scope is covered by the work of Mykhailo Hrand and
Oleksandr Sviontyk, which analyses the transformation of threats and approaches to critical infrastructure protection over the
period of 2014-2024. The authors identify four key components of protection—physical, institutional, cybernetic, and
diplomatic—and emphasize the necessity of their integrated implementation [8].

The socio-economic context of recovery is disclosed in the work of Anastasiia Simakhova, who analyses the post-war
socialization of the economy through the prism of European integration. The author argues that social stability, the
preservation of the middle class, and the return of labor migrants are not secondary issues, but rather foundational conditions
for the successful implementation of any reconstruction programs, particularly in the energy sector [9].

A systemic assessment of the challenges to the sector's recovery potential and its strategic prospects was conducted
by Andrii Lisovyi, who emphasizes that without structural reforms and reliable external financing, domestic resources for
reconstruction are catastrophically insufficient. Dumanska analyses the alignment of the domestic energy security model with
EU sustainable development practices, noting a significant gap between declared goals and actual performance indicators and
proposing a roadmap for alignment [10,11].

Of fundamental importance for the development of a risk management system under conflict conditions is
Sukhodolia's monograph, which proposes a prospective model comprising four levels: strategic, tactical, operational, and crisis
response. Malinovska and Vysochanska examine energy security as a performance criterion for the national economy, shifting
it from a narrow sectoral issue to the macroeconomic plane. A team of authors, led by Tetiana Polozova, developed a mechanism
to ensure energy security within the context of sustainable economic development [12-14].

Valentyna Ksendzuk and Maryna Pokotylo analyzed the consequences of the armed conflict on the global energy
market and forecast further transformations. The authors record a fundamental restructuring of global natural gas flows, the
strengthening of the positions of liquefied natural gas (LNG) suppliers, and new opportunities for countries reducing their
dependence on Russian resources—which, in the long term, opens a window of opportunity for Ukraine to strengthen its
regional energy positions [15].

The logistical dimension of recovery is systematically analyzed in the work of Olena Pavlova, Olesia Totska, Anton
Bortnik, Oleksandr Burtsev, Oleksandr Bratchenko, and Vitalii Shevchenko, which states that post-war reconstruction and
infrastructure modernization will require a comprehensive upgrade utilizing state-of-the-art technologies, with
decarbonization, decentralization, and digitalization expected to be the key drivers moving the energy sector forward in the
coming years [16].

Despite a significant increase in academic interest, research into the resilience of the Ukrainian power system has
several important gaps.
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Most studies remain single-disciplinary: technical studies typically do not take financial and legal aspects into account,
whilst economic studies rarely delve into technical details. As a result, a comprehensive analysis combining all key dimensions
of resilience remains underdeveloped.

Furthermore, most studies examine the situation in a narrow, one-off snapshot. They pay almost no attention to how
the power system's needs and capabilities change at different stages of the conflict and reconstruction. After all, what is
required for resilience during active shelling differs significantly from what is important during the stabilization and recovery
phases.

Finally, there has been almost no research into how to implement modern decentralized solutions - microgrids,
energy storage systems and hydrogen facilities - in reconstruction programs in practice, while accounting for real financial
constraints and regulatory barriers.

The purpose of the research

This article aims to examine the mechanisms and practical tools for ensuring the resilience of Ukraine’s energy system
in the context of post-war reconstruction, and to identify priority areas for its transformation, considering the green transition,
decentralization, digitalization and the state’s course towards European integration. To this end, it is necessary to establish the
essential characteristics of the concept of resilience in the context of war-related destruction, systematize threats and
countermeasures, analyze key areas of technological modernization and recovery tools, and explore the human resources and
logistical dimensions of the issue. Once this is done, we will be able to formulate a comprehensive vision for our energy security
actions after the war ends.

Presentation of the main research material

The concept of ‘economic resilience’ is much broader than we might think. Security primarily means protection from
external threats, whilst resilience also encompasses the ability to recover from destructive impacts, adapt to changing
operating conditions, and maintain basic system functions even in the event of the partial or complete loss of individual
infrastructure elements. It is precisely this capacity for reconfiguration and self-recovery that constitutes the new dimension,
which is only fully revealed in the context of a protracted military conflict [8, 12].

It is worth emphasizing that resilience is a property of the system, rather than of its individual components. Even the
most advanced equipment cannot ensure systemic resilience if the necessary conditions for its operation are absent.

In our context, characterised by constant military destruction caused by attacks using various types of weapons, it is
appropriate to identify several interrelated dimensions of resilience: physical (the ability of facilities to withstand or rapidly
recover from destruction), resource-related (independence from a single supplier and a single generation source),
technological (the availability of modern control, monitoring and backup systems), financial (sufficiency of the investment
base), regulatory (quality of legal regulation) and human resources (availability of qualified specialists). This is summarised in
Table 1.

Table 1. Threats to the resilience of Ukraine’s energy system and countermeasures

R_e sﬂler_lce Threat / Challenge Resilience Assurance Mechanism Expected Outcome
Dimension
Systematic missile and drone Decentralization of generation, redundancy Reduction of vulnerability to
Physical strikes against generation facilities, of node substations, protection of critical point strikes, slowing down of
substations, and networks facilities cascading outages
Accelerated development of RES . .
. . Reduction of import
Dependence on a single-fuel mix (renewable energy sources), hydrogen . )
Resource . o . . . . dependence, increasing the
and centralized capacities technologies, diversification of energy . .
. share of RES in production
imports
Depreciation of equipment, Digitalization of the IPS (Integrated Power Increasing efficiency,
Technological obsolete network management System), implementation of Smart Grid, controllability, and resilience
architecture development of a cyber defense system against cyber threats
Colossal losses within the sector, . L Formation of a sustainable and
. . . Attracting EU grants, issuing green bonds, . e 1 .
Financial lack of investments for recovery . . - diversified financial base for
e public-private partnerships .
and modernization reconstruction
Fra_gmentatlon of mz_zrket Legislative reform, harmonization with EU Transparent market rL%les,
Regulatory regulation, slow adaptation to EU S . growth of the sector's
directives and ENTSO-E requirements . :
standards investment attractiveness
Mobilization, forced migration, and Programs for supporting and returning Preser\{at'lon of competencies,
Personnel . L c providing the sector with
loss of sectoral specialists personnel, retraining for new technologies o
qualified personnel

Note: Compiled by the authors based on a review of academic sources.

As shown in Table 1, the tasks of ensuring resilience are deeply interconnected, with each factor complementing the
others. The relationship between the physical, financial, and regulatory dimensions is the most systemic: without regulatory
reform, it is impossible to attract financing; without financing, physical recovery cannot be realized; and without physical
recovery, the necessary technological transformation cannot be achieved.

Today, the issue of the physical security of the power grid is inextricably linked to a transformation in its
architecture—from a centralized model to a distributed one. Before the full-scale invasion, Ukraine generated only about 10%
of its electricity from renewable energy sources. Core generation was concentrated at large thermal and nuclear facilities,
creating a critical vulnerability. As the massive attacks of 2022-2026 have demonstrated, the loss of even a few such nodes
triggers large-scale blackouts. Conversely, small-scale generation facilities have demonstrated significantly higher resilience
under wartime conditions, as the decentralized nature of the network makes it less vulnerable to pinpoint strikes, thereby
mitigating overall damages for Ukraine [1, 3].

Distributed RES capacities—such as solar panels, small wind turbines, and community-level microgrids—are by their
very nature far more challenging targets for systematic destruction than large, centralized power plants. Even the partial
damage of individual installations does not cause regional blackouts, as the system continues to function through its remaining
elements. A study by Savchenko and her colleagues empirically confirms this logic: most surveyed citizens consciously prefer
decentralized solutions because of their superior security and reliability. Although some argue to the contrary—and this
perspective carries its own rationale, given that nuclear power plants can produce multiple times as much electricity—
centralized facilities remain highly vulnerable to missile attacks and cause greater environmental damage [4].
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Beyond altering the core architecture of generation, modernizing the management system is critically important.
Shifting to digital Smart Grid technologies enables the optimization of electricity distribution, reduces technical losses, and
allows for instantaneous response to emergencies. However, pervasive digitalization carries a severe side effect—it leaves the
power grid more vulnerable to cyberattacks. Considering this, building a robust cyber defense system emerges as an
independent challenge. Planning any grid upgrades today without simultaneously reinforcing its digital security is simply
impossible [6; 8].

Increasing energy efficiency during the reconstruction phase of buildings is another vital consideration. The study by
Savchenko demonstrates that restoring district heating systems using modern technologies can deliver significant primary
energy savings—ranging from 20% to 40% depending on the facility type and the specific engineering solution. This implies
that every restored building or thermal node can serve as a tool for the long-term reduction of aggregate demand for primary
energy resources [7].

The successful development of the energy sector depends not only on engineering solutions but also on the regulatory
and legal framework, which currently faces several critical challenges. First, permitting procedures for RES remain non-
transparent and protracted. Second, there is a lack of effective support mechanisms for small-scale generation facilities.
Specifically, private households lack a clear framework, which severely hampers the development of microgeneration.
Furthermore, Ukrainian legislation still requires substantial adaptation to align with European environmental directives.
Without eliminating these bureaucratic barriers, attracting large-scale international or domestic investment into new energy
projects will remain exceptionally difficult [5].

The choice between recovery scenarios must be a conscious managerial decision rather than an ad-hoc consequence
of situational measures. The conservative scenario—restoring the pre-war centralized architecture—is technically simpler but
reproduces historical structural vulnerabilities and contradicts the requirements of EU climate legislation. The
transformational scenario—transitioning to a distributed, greener model—is more complex and costly to execute, but it
secures a qualitatively superior tier of resilience over the long term. Most scientific publications in recent years support this
transformational course.

A comparative analysis of Ukraine's energy security strategies and EU sustainable development practices reveals a
substantial gap between declared goals and actual indicators. Notably, the share of renewable energy in Ukraine falls
significantly short of the EU average, and price incentive mechanisms for the green transition remain underdeveloped.
Crucially, alignment with EU practices is a strict prerequisite for securing funding from the Union's climate support
instruments, thereby lending a purely financial dimension to regulatory reform.

Oleksandr Sukhodolia proposed a prospective four-level risk management model within the energy security system:
1) strategic level (long-term goals and benchmarks), 2) tactical level (medium-term programs and instruments), 3) operational
level (day-to-day operational management of the system), and 4) crisis level (emergency response). Because each stage
involves unique executors, specific tools, and distinct time horizons, management becomes more sophisticated. This safeguards
against both managerial short-sightedness and chaotic reactions to unforeseen events [12]. The critical need for such
systematic organization is well-illustrated by a retrospective of recent years. Analyzing the security dimension allows us to
trace the evolution of threats and approaches to critical infrastructure protection over the period from 2014 to 2026. A pivotal
conclusion is that effective security cannot rely on single-level protection; it demands an integrated system where physical,
institutional, cybernetic, and diplomatic components mutually complement and reinforce one another. The absence of any
single component fundamentally undermines the defensive potential of the entire network [8].

Concurrently, building such a comprehensive defense carries profound macroeconomic weight. The correlation
between energy security and the overall performance efficiency indicators of the national economy underlines the sector's
systemic importance. Investments in energy resilience concurrently function as investments in the competitiveness of the
broader economy.

In her analysis, Anastasiia Simakhova noted that the efficacy of any technical and financial decisions critically depends
on social stability. The outflow of skilled personnel, declining household purchasing power, and demographic losses represent
stark Ukrainian realities that constrain both the demand for energy resources and the supply of qualified professionals needed
for reconstruction. Consequently, social and energy recovery are interdependent processes rather than parallel, detached
tasks [9].

Finally, the war and its associated sanctions against Russia have fundamentally restructured global natural gas flows,
significantly strengthened the positions of liquefied natural gas suppliers, and accelerated the implementation of energy
independence programs across EU nations. For Ukraine, this transformation of the global market unlocks new opportunities
for strategic market positioning—specifically as a transit hub and a potential producer of "green" hydrogen for the European
market [15].

A distinct aspect requiring meticulous analysis is the financial dimension of recovery. The scale of the required capital
exceeds the capacity of any single funding stream, necessitating a highly diversified approach, as outlined in Table 2 below.

An analysis of the data in Table 2 leads to a clear conclusion: no single financial instrument will work effectively on
its own. Successful reconstruction requires a combined portfolio in which the capital structure depends on the specific
characteristics of the project. For instance, grant funds and financing from the Ukraine Facility should be directed towards the
systematic restoration of key infrastructure nodes. Large-scale initiatives in the renewable energy sector require the issuance
of green bonds and public-private partnership instruments. At the same time, risky but promising pilot projects (such as
hydrogen or industrial batteries) are best financed through venture capital funds.

However, it is worth bearing in mind a key dependency: large-scale investment will not flow into an unstable legal
environment. Foreign capital, particularly that focused on ESG principles, is extremely sensitive to legal transparency and
predictability. Updating the regulatory framework and seeking funding cannot be treated as separate tasks — they are paralle],
deeply interdependent objectives. If the state delays reforming the rules of the game, the cost of borrowing automatically rises,
and the pool of potential partners rapidly shrinks.

Olena Pavlova, Volodymyr Kupchak, and Lyudmyla Shostak [16, 17] argue that, due to widespread infrastructure
destruction and disruptions to traditional supply routes, a return to the old model of energy flow management is impossible.
They maintain that the new model must be based on extensive decentralization, the digitalization of networks, and the
development of green generation. They stated that it is precisely the transition to flexible, adaptive logistics systems, combined
with integration into the European energy area, that will guarantee the country’s long-term energy security and sustainability.
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Table 2. Funding instruments for the restoration and modernization of Ukraine’s energy system

Funding Source / Subject Direction of Use Conditions and Features
Instrument
EU and Conditional financing; execution of

Reconstruction and modernization of

infrastructure, Smart Grid, RES reforms and harmonization with the EU

are mandatory criteria
International capital markets, Renewable energy projects, energy Tied to ESG criteria; emission volume
ESG investors efficiency improvements depends on RES market dynamics
Favorable interest rates; requirements
for the borrower's corporate

international EU, World Bank, EBRD, EIB
organization grants

Green bonds

Development bank Construction of RES facilities, network

EBRD, IFC, EIB

loans infrastructure
governance
Public-private The State + private business Distributed generation, gas infrastructure,| Balanced allocation of risks between
partnership (PPP) P energy storage public and private participants
State budeet and | Government of Ukraine. EU High-priority recovery of critical Prioritization of facilities based on the
Ukraine l:gacili Ukraine Facili funé generation facilities and distribution criterion of systemic importance for the
v o networks IPS

Venture and
technological
investments

Note: Developed by the authors based on a review of the scientific literature [9-16].

The personnel situation is no less challenging. Due to mobilization and migration, the energy sector has lost a
significant proportion of its skilled workforce. Today, it is extremely difficult to find specialists in infrastructure cybersecurity,
the maintenance of state-of-the-art networks, or the management of nuclear facilities. However, the main challenge of post-
war recovery lies less in re-employing former employees than in developing new skills. The transition to renewable energy and
smart grids requires knowledge that is currently lacking in our labor market. Therefore, higher education institutions,
particularly those specializing in economics and technology, will have to adapt their programs to meet these new industry
demands swiftly.

The very approach to reconstruction must also change fundamentally. Instead of unquestioningly rebuilding damaged
facilities in their original form, we need to focus on higher quality. Every decision to invest in reconstruction must begin with
the question: do we really need this facility today? In many cases, it is more cost-effective to replace old facilities with
innovative, more sustainable alternatives. It is precisely this pragmatic approach that will enable us to transform forced
reconstruction into large-scale technological modernization of the entire system. [1, 2, 11].

Conclusions and prospects for further research

Elevated risk level, but substantial
potential for a technological leap in the
sector

Venture funds, technological | Hydrogen, energy storage systems, digital
companies network management technologies

The analysis carried out suggests that energy resilience cannot be achieved simply by repairing equipment or injecting
funds. Itis a complex mechanism in which technology, money, legislation and human resources are all intertwined, and ignoring
even a single element renders the system vulnerable. In this context, the role of ‘green’ energy is undergoing a radical
transformation. Today, decentralized solar or wind power stations are not merely a response to environmental trends, but a
matter of survival and security. Small-scale facilities are much harder to destroy with missiles; they protect regions from total
blackouts and open up access to European climate funds.

As for funding such reconstruction, there is no single magic solution. Neither the state budget nor foreign grants alone
will cover the massive needs. We need to combine various instruments to tackle specific tasks, but this money will not come
without putting our laws in order. Aligning our regulations with EU standards is no longer merely a political goal, but a strict
pragmatic prerequisite for international investors to even begin cooperating with us. Furthermore, human resources could
prove to be the weakest link in the reconstruction process. Even with ideal funding, we are critically short of people capable of
working with the latest smart grids, cybersecurity, and renewable energy.

In conclusion, it is worth emphasizing that the real economic impact of modernizing the power system is measured
less by direct profits than by the losses avoided from potential blackouts, cyberattacks, or damage. Therefore, funds allocated
to decentralization, physical security and the roll-out of smart grids should be viewed solely as an investment in the country’s
economic continuity and long-term national security. The practical value of our research lies in developing a post-war recovery
algorithm: from auditing actual needs and adapting legislation, to launching small-scale generation pilot projects and their
subsequent scaling up. As for the prospects for further research, it would be logical to focus on the mathematical calculation of
the economic benefits of decentralization, the analysis of successful case studies involving the creation of autonomous energy
islands (microgrids) in communities, and the study of how the digitalization of management affects the overall cyber resilience
of Ukraine’s energy sector.
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