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The article examines the transformation of the concept of audit evidence in the context of economic digitalization and the development of modern
information technologies. The evolution of approaches to forming audit evidence, from traditional documentary verification to data-oriented
assurance, is analyzed. It is determined that the classical audit model was based on primary documents, sampling procedures, and the auditor’s
professional judgment regarding the sufficiency and appropriateness of evidence. The influence of international auditing standards on the modern
understanding of audit evidence is revealed, particularly the provisions of the International Standard on Auditing 500 «Audit Evidence» concerning
the sufficiency, appropriateness, and reliability of audit information. It is substantiated that the digital transformation of the business environment
significantly changes the nature of financial information and the sources of audit evidence. The impact of ERP systems, Big Data, cloud technologies,
artificial intelligence, and continuous auditing on the development of modern audit is investigated. It is established that digital technologies ensure
the transition from sampling-based audit procedures to the analysis of complete data sets and continuous risk monitoring. Attention is paid to
ensuring the quality of audit evidence in the digital environment, including issues of cybersecurity, algorithmic transparency, reliability of IT
controls, professional skepticism of auditors, and the use of automated analytical tools. It is well established that modern auditing is increasingly
focused on evaluating systems for generating and processing information rather than solely on individual financial transactions. It is concluded
that the digitalization of the audit environment requires adapting international auditing standards, developing auditors’ digital competencies, and
integrating data analytics technologies into the audit assurance process.

Keywords: audit evidence; digital audit; audit sampling; professional skepticism; data analytics.

Y cmammi docaidxceno mpancgopmayito konyenyii aydumopcvkux dokasie 8 ymosax yugposizayii ekoHOMIKU ma po38UMKy Cy4acHUx
iHgpopmayiiiHux mexHosozill. [Ipoananizoeaxo esoatoyiro nidxodie do popmysarHs aydumopcbkux dokasie — 8id mpaduyiiiHoi dokymMeHmabHOi
nepesipku do iHgpopmayiiliHo opienmosaHozo 3abesneveHHs enesHeHocmi. BusHaveHo, wo KaacuyHa Modenb aydumy rpyHmyeaadcs Ha
8UKOpUCMAHHI nep8UHHUX JOKyMeHmis, subipkosux npoyedyp ma npogheciiiHozo cydcenHs aydumopa wodo docmamuocmi U HasexcHocmi
dokasis. Poskpumo enaue mixcHapodHux cmandapmis ayoumy Ha (pOpMye8aHHS Cy4ACHO20 PO3YMIiHHA aydumopcbkux dokasie, 30kpema
nososxceHv MixcHapodHozo cmandapmy aydumy 500 «Aydumopcwuki dokasu» wodo docmamHocmi, HanexcHocmi ma HaodiliHocmi doka308o0i
iHgopmayii. 06rpyHmosaHo, wo yugposa mpaHcgopmayis 6izHec-cepedosuuja cymmeso 3miHwe npupody iHaHcosoi ingpopmayii ma dixcepena
aydumopcbkux dokasie. locaidxceHo enaue ERP-cucmenm, Big Data, xmapHux niamgopm, wmy4Ho20 inmesekmy ma 6esnepepgHozo ayoumy Ha
po38UmMokK cy4acHozo aydumy. BcmaHnoeseHo, wo yugposi mexro02ii 3a6esnevyroms nepexio 6id subipkosoi nepesipku onepayitl do aHanisy
nogHux macusie daHux i 6eanepepsHo20 MoHimopuHay pusukie. Ocob6augy yeazy npudiseHo npobaemam 3abe3neyeHHs sKkocmi aqyoumopcbkux
dokasie y yugpposomy cepedosuwyi, 30kpema numaHHsAM kibepbesneku, aszopummivHoi nposopocmi, Hadilinocmi IT-konmposis, npogeciiiHozo
ckenmuyusmy ayoumopa ma 8UKOPUCMAHHS A8MOMAMUu308aHux iHcmpymenmie aHasimuku daxux. [losedeHo, wo cy4acHull ayoum dedani
6inbwe opieHmyembobcs HAa OYiHIOBAHHS cucmeM GopMyeaHHss ma obpobku iHpopmayil, a He auwe okpemux giHaHcosux onepayitl. 3pobaeHo
BUCHOB0K, WO yugpoegizayis aydumopcvkozo cepedosuwa nompe6ye adanmayii mixcHapodHux cmandapmie aydumy, po3gumky yug@posux
KomMnemeHmHocmell aydumopie ma inmezpayii mexHo/02iii aHaaimuku daHux y npoyec 3a6e3neyveHHs aqyoumopcbkoi 6negHeHoCmi.

Karwouosi cnoea: aydumopcoki dokasu; yugposuil aydum; aydumopcuka subipka; npodeciliHuil ckenmuyusm; aHaaimukd 0aHux.

Problem statement

The rapid digitalization of business processes characterizes the contemporary stage of economic development,
characterized by the extensive implementation of information technologies, automated management systems, cloud-based
platforms, Big Data technologies, and artificial intelligence. These transformations substantially reshape the approaches to the
generation, processing, and storage of financial information, thereby exerting a profound influence on accounting and auditing
practices. Within the digital environment, conventional sources of audit evidence are increasingly supplemented by electronic
data, automated information flows, and digital analytical systems, creating not only new opportunities for auditors but also
emerging risks and challenges for the audit profession.

Historically, the traditional audit paradigm has been grounded in documentary verification, audit sampling, and the
auditor’s professional judgment regarding the sufficiency and appropriateness of audit evidence. Nevertheless, amid digital
transformation, classical auditing techniques are becoming progressively less effective at examining massive volumes of
structured and unstructured data, assessing automated control systems, and identifying digital risks. The widespread adoption
of Enterprise Resource Planning (ERP) systems, electronic document management, artificial intelligence technologies, and
algorithm-based data processing necessitates a reconsideration of traditional approaches to acquiring and evaluating audit
evidence.

Significance is now attached to issues related to ensuring the reliability of digital data, evaluating the integrity of
information systems, testing the effectiveness of IT controls, and maintaining professional skepticism amid increasingly
automated audit procedures. Furthermore, the digitalization of auditing facilitates a transition from selective verification of
business transactions toward the analysis of complete datasets and continuous real-time risk monitoring. Such developments
create a compelling need to adapt International Standards on Auditing and to advance auditors’ digital competencies.

Under contemporary conditions, auditing is gradually evolving from a retrospective verification mechanism focused
primarily on financial information into a comprehensive system for @ This is an Open Access article
evaluating the processes through which data are generated, processed, distributed under the terms of

transmitted, and protected. Consequently, examining the evolution of the the Creative Commons CC-BY 4.0
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evidence formation in the digital environment, and substantiating directions for improving audit procedures in the digital
economy have become issues of considerable theoretical and practical relevance.

The issue of audit evidence has traditionally occupied a central position in the development of auditing theory and
practice, since the quality, sufficiency, and appropriateness of evidential information constitute the foundation of the auditor’s
report and determine the level of users’ confidence in financial statements. The theoretical underpinnings of audit evidence
were established by representatives of the classical auditing school, among whom the works of R. Montgomery, D. Flint,
J. Robertson, F. Davis, and other scholars are particularly significant. In the writings of R. Montgomery, auditing was
conceptualized as the independent verification of accounting records and the documentary confirmation of economic
transactions, and the credibility of the auditor’s opinion was directly associated with the quality of the underlying information
sources. D. Flint explored the social nature of auditing, interpreting it as a mechanism for ensuring public accountability and
societal trust through the independent evaluation of evidence. Substantial contributions to the development of the audit
evidence concept were also made by J. Robertson and F. Davis, who emphasized the role of professional judgment, the adequacy
of the evidential base, and the necessity of assessing the reliability of information in forming audit conclusions.

The subsequent development of audit evidence theory became closely associated with the emergence of the risk-
oriented approach to auditing and the dissemination of statistical audit sampling techniques. In particular, the works of
A. Arens, D. Leslie, and other researchers substantiated the necessity of employing audit sampling to ensure the economic
efficiency of audits in the context of substantial transaction volumes. Within this framework, considerable attention was
devoted to assessing audit risk, the sufficiency and competence of audit evidence, and auditors' professional skepticism.

Significant transformations in auditing theory have occurred under the influence of economic digitalization and the
active incorporation of information technologies into accounting and financial reporting systems. Contemporary aspects of
digital auditing, Big Data utilization, data analytics, and continuous auditing have been investigated by M. Power, M. Alles,
G. Gray, M. Vasarhelyi, D. Chan, and other scholars. In M. Power’s works, auditing is examined within the framework of the
“audit society,” in which the object of verification extends beyond financial indicators to encompass control systems, risk
management mechanisms, and information-generation processes. M. Alles and G. Gray explored the impact of Big Data on the
transformation of audit procedures, substantiating the transition from sampling-based verification toward the analysis of
complete data populations. A substantial contribution to the development of the continuous auditing concept was made by
M. Vasarhelyi and D. Chan, who demonstrated the feasibility of transitioning toward continuous assurance models based on
the automated monitoring of information flows.

An essential role in shaping the contemporary concept of audit evidence is also played by the International Standards
on Auditing and the documents issued by the International Auditing and Assurance Standards Board (IAASB) and the
International Federation of Accountants (IFAC). International Standard on Auditing (ISA) 500, “Audit Evidence,” defines audit
evidence as the information used by the auditor in arriving at the conclusions on which the audit opinion is based, and
establishes the criteria for the sufficiency and appropriateness of evidential information. Furthermore, several IFAC and IAASB
documents address the use of data analytics, automated audit tools, digital technologies, and professional skepticism within
the digital environment. At the same time, the ongoing development of the digital economy, the proliferation of artificial
intelligence technologies, cloud computing, and automated decision-making systems generate new challenges related to
reliability, integrity, and security of audit evidence.

Despite the substantial body of existing research, the issue of transforming the concept of audit evidence in the digital
environment remains underexplored. Further investigation is required into the assessment of digital evidence quality, the
verification of algorithmic systems, the application of artificial intelligence in auditing, the protection of audit-related
information against cybersecurity threats, and the adaptation of International Standards on Auditing to the conditions of the
digital economy.

Formulation of the article's objectives

The purpose of this article is to examine the transformation of the concept of audit evidence in the context of economic
digitalization and advances in contemporary information technologies, and to determine the influence of the digital
environment on the processes of obtaining, evaluating, and utilizing audit evidence within the modern auditing system.

To achieve this objective, the study addresses the following tasks:

- toinvestigate the evolution of scholarly approaches to the interpretation of the essence of audit evidence;

- to analyze classical concepts of audit evidence formation within the traditional audit model;

- to characterize the influence of International Standards on Auditing on the contemporary understanding of the
sufficiency and appropriateness of audit evidence;

- to identify the specific features of audit procedure transformation under the influence of business digitalization;

- to examine the impact of Big Data, ERP systems, cloud technologies, and artificial intelligence on the process of
audit evidence formation;

- to analyze the role of continuous auditing and data analytics in the development of modern auditing practices;

- to substantiate the significance of professional skepticism in the context of increasingly automated audit
procedures;

- to identify the principal risks and challenges associated with ensuring the reliability of audit evidence within the
digital environment;

- to formulate directions for improving audit procedures and enhancing auditors’ digital competencies under
conditions of the digital economy.

Presentation of the main research material

The traditional concept of audit evidence emerged within the framework of classical audit theory and for a
considerable period constituted the methodological foundation of auditing practice. Central to this approach is obtaining
sufficient and appropriate evidence to substantiate the reliability and fairness of an entity’s financial statements. Audit
evidence forms the basis for the auditor's professional opinion on the compliance of financial reporting with established criteria
and regulatory requirements.
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In its classical interpretation, audit evidence is information obtained by the auditor during the audit engagement to
confirm or refute management assertions regarding financial statements. According to ISA 500 “Audit Evidence,” audit
evidence is defined as “information used by the auditor in arriving at the conclusions on which the auditor’s opinion is
based” [1, p. 2]. At the same time, the standard emphasizes that the quality of audit evidence is determined by its sufficiency
and appropriateness.

Historically, the traditional audit paradigm relied heavily on the documentary substantiation of business transactions.
Within this framework, the primary sources of audit evidence included:

- primary accounting documents;

- accounting registers;

- financial statements;

- external confirmations;

- inventory count results;

- written representations provided by management.

Auditing initially evolved as a process of independent verification of accounting records and confirmation of economic
transactions based on documentary evidence. In the classical work Auditing: Theory and Practice, R. Montgomery emphasized
the significance of vouchers as the cornerstone of accounting verification, forming the basis for audit testing and data
verification procedures [2, p. 37]. This approach corresponds with the contemporary understanding of audit evidence
embodied in ISA 500 “Audit Evidence,” which stresses that audit evidence comprises the information used by the auditor in
forming the audit opinion and that the persuasiveness of such evidence depends on the source and reliability of the information
obtained [1, p. 11].

Classical audit theory was also grounded in the assumption that it is practically impossible to conduct a complete
examination of all business transactions performed by an enterprise. Consequently, audit sampling methods acquired
considerable importance. The sampling approach enabled auditors to formulate professional conclusions concerning the entire
population based on the examination of selected transactions and documents, according to A. Arens, the application of sampling
procedures is a necessary consequence of the economic feasibility of auditing, since verifying every individual transaction is
practically unattainable due to time and cost constraints [3, p. 521].

At the same time, the traditional concept of audit evidence was fundamentally based on the assessment of two key
characteristics of evidential information - sufficiency and appropriateness. Sufficiency refers to the quantitative dimension of
evidence, whereas appropriateness reflects its quality and relevance for substantiating specific financial statement assertions.
ISA 500 “Audit Evidence” explicitly states that “the sufficiency and appropriateness of audit evidence are interrelated” [1, p. 6],
implying that the quantity and quality of evidence must be evaluated together.

A substantial contribution to the development of audit evidence theory was made by D. Leslie, ]. Robertson, and
F. Davis. D. Leslie conceptualized auditing as a process of reducing information risk through the collection and evaluation of
evidence. He emphasized that audit effectiveness depends not merely on the volume of information obtained but also on the
auditor’s ability to assess its reliability critically [4, pp. 89, 91-92, 93-95,103-104]. In turn, J. Robertson and F. Davis regarded
auditing as a process of establishing confidence in the reliability of financial information by acquiring and evaluating audit
evidence. J. Robertson stressed that audit effectiveness is determined not solely by the amount of information collected, but
also by the auditor’s professional judgment regarding its sufficiency, relevance, and reliability [5]. Such an approach is
consistent with the provisions of ISA 500, “Audit Evidence,” which state that the persuasiveness of audit evidence depends on
its source and nature [1, pp. 2, 6].

Within the traditional audit model, considerable emphasis was placed on external sources of evidence. Information
obtained from independent third parties was considered more reliable than internally generated corporate documentation.
Consequently, external confirmations of receivables, bank balances, and other financial statement elements became essential
audit procedures. As D. Flint noted in Philosophy and Principles of Auditing, the primary purpose of auditing is to establish
public confidence in financial information through the independent verification of evidence [6].

The traditional approach to audit evidence also presupposed the predominance of a retrospective verification model.
Auditors primarily evaluated completed business transactions and analyzed historical financial information. Such an approach
corresponded to the characteristics of the industrial economy, in which paper-based documents and accounting registers were
the principal sources of information.

Simultaneously, the expansion of the corporate sector and the increasing complexity of business operations gradually
broadened the requirements imposed on audit evidence. During the second half of the twentieth century, auditing became
increasingly oriented toward evaluating the effectiveness of internal control systems. As noted by M. Power, contemporary
auditing evolved from a relatively straightforward process of documentary verification into a broader mechanism for assessing
risk management and control systems [7, p. 13].

Moreover, the traditional concept of audit evidence relied extensively upon the auditor’s professional judgment.
Despite the existence of established standards and procedural guidelines, the final assessment of evidential sufficiency
invariably remained the result of professional analysis and auditor discretion. This is because absolute certainty regarding
financial information is practically unattainable, whereas auditing provides only a reasonable level of assurance.

In contemporary academic discourse, the traditional audit evidence model is frequently criticized for its excessive
reliance on documentary verification and the limitations inherent in sampling procedures. M. Alles and G. Gray emphasize that
classical auditing methods were developed under conditions of limited computational capabilities and did not account for
contemporary digital information flows. In the article Incorporating Big Data in Audits, the authors argue that traditional
auditing was based on the examination of selected transactions. In contrast, modern technologies enable the analysis of entire
data populations and facilitate continuous monitoring of financial information [8].

Accordingly, the traditional concept of audit evidence established the foundation of modern auditing theory by
defining the core principles of sufficiency, appropriateness, and reliability of evidential information. Nevertheless, the
advancement of digital technologies, the automation of accounting processes, and the emergence of large-scale data analytics
necessitate a further transformation of approaches to the formation and evaluation of audit evidence.
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The current stage of economic development is characterized by an extensive digital transformation of business
processes, which substantially affects accounting systems, financial reporting, and auditing practices. The active
implementation of information technologies, automated management systems, cloud platforms, artificial intelligence,
blockchain technologies, and Big Data analytics has created an entirely new environment for auditing activities. Under such
conditions, not only the sources of audit evidence but also audit methodology, auditor judgment, and the very concept of
assurance are undergoing profound transformation.

The digitalization of the economy has fundamentally altered the nature of financial information. Whereas traditional
auditing primarily relied on examining paper-based documents and conducting retrospective analyses of business
transactions, contemporary digital systems generate vast amounts of structured and unstructured data in real time. Therefore,
the audit environment is becoming increasingly integrated with enterprises' digital information ecosystems.

As emphasized by the IFAC, digital transformation substantially changes the expectations of financial statement users
and necessitates adapting audit procedures to emerging information risks and technological opportunities. The report Data
Analytics in External Audit emphasizes that auditors should integrate data analytics tools into risk assessment procedures,
control testing, and the formation of audit conclusions [9].

One of the principal drivers of the digital transformation of auditing has been the widespread implementation of ERP
systems, which provide automated management of financial, operational, and administrative processes. Such systems establish
integrated information environments that significantly expand the possibilities of audit analysis. Simultaneously, however,
they increase auditors’ dependence on the quality of the client’s IT infrastructure and internal control systems.

According to M. Alles and G. Gray, digital technologies create a fundamentally new audit model in which the primary
object of examination becomes information flows and data-processing algorithms rather than isolated business transactions.
In the article Incorporating Big Data in Audits: Identifying Inhibitors and a Research Agenda to Address Those Inhibitors, the
authors argue that the use of Big Data enables auditors to move beyond sampling procedures toward the analysis of complete
transaction populations, thereby potentially enhancing audit quality and reducing the risk of failing to detect material
misstatements [8].

An important characteristic of the digital audit environment is the rapid growth in information volumes.
Contemporary enterprises generate extensive arrays of financial, N

operational, and behavioral data that may serve as sources of audit Transformation of Audit Evidence
evidence. Such data ir}clude: . Traditional Digital audit

- electronic transactions; Auditing 1. Analysis of the full

- system activity logs; 1. Sampling-based population of

- metadata; verification data instead of

- digital contracts; 2. Documentary sampling

- information derived from CRM (Customer sources of 2.Big Data
Relationship Management) and ERP systems; evidence 3.Continuous

3. Periodic audit ",
- cloud-platform data; auditing
procedures e

- outputs generated by automated control procedures. 4. Manual audit 4. Artificial

As a result, auditing is gradually transforming from a processes intelligence and
process centered on document verification into a comprehensive 5. Retrospective analytics
process of analyzing digital information systems (Fig. 1). control approach 5.Real-time

Big Data Analytics has a substantial impact on the assurance
advancement of digital auditing. Big Data technologies enable \ /
auditors to analyze not only financial information but also Fig. 1. Transformation of audit evidence in the
behavioral patterns, unusual transactions, and latent digital economy. (developed by the author)

interrelationships among datasets. As emphasized by M. Vasarhelyi
and D. Chan, the application of data analytics fundamentally transforms the very philosophy of auditing - shifting it from
retrospective verification toward continuous risk monitoring and predictive analysis [10, pp. 153-154].

The digital transformation of auditing acquires particular significance in connection with the development of the
continuous auditing concept. Unlike the traditional audit model, in which audit procedures are performed periodically,
continuous auditing entails integrating control procedures into an entity’s digital systems in real time. Such an approach
enables prompt identification of anomalies, enhances the effectiveness of internal controls, and reduces the time lag between
a transaction's occurrence and its audit evaluation.

In Continuous Auditing: Theory and Application, D. Chan, V. Chiu, and M. Vasarhelyi emphasize that digital
technologies create the conditions necessary to transition toward a model of continuous assurance, in which audit procedures
are performed automatically and on an ongoing basis [11].

Simultaneously, digital transformation generates new risks and challenges for the auditing profession. One of the most
critical issues concerns ensuring the reliability of digital audit evidence. In traditional auditing, the credibility of information
was largely substantiated through primary documentation and external confirmations. Within the digital environment,
however, auditors are increasingly required to evaluate:

- the reliability of IT systems;

- the effectiveness of automated controls;

- cybersecurity mechanisms;

- data integrity;

- algorithmic transparency.

Moreover, the digitalization of auditing substantially alters the requirements imposed on auditors’ professional
competencies. The contemporary auditor must possess not only expertise in accounting and auditing but also competencies in:

- data analytics;

- information technologies;

- cybersecurity;
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- statistical modeling;

- automated control systems.

The IAASB emphasizes that professional skepticism in the digital environment is increasingly associated with the
auditor’s ability to critically evaluate algorithmic outputs, automated conclusions, and digital information flows [12].

It should also be noted that the digitalization of the audit environment stimulates the development of blockchain
auditing. Blockchain technology ensures decentralized information storage and the immutability of records, thereby potentially
increasing confidence in financial data. At the same time, blockchain introduces new challenges in verifying the economic
substance of transactions and assessing digital assets.

Accordingly, the digital transformation of the audit environment reflects a profound evolution of the contemporary
auditing system. The use of digital technologies, Big Data analytics, and automated control systems significantly expands the
capabilities of auditing activities, while also complicating the evaluation of audit evidence and increasing the requirements for
auditors’ professional competence. Under such conditions, auditing is gradually evolving from a traditional documentary
verification model into a systemic data-driven assurance mechanism integrated into enterprises’ digital information
ecosystems.

The digital transformation of the economy has substantially altered approaches to the formation, acquisition, and
evaluation of audit evidence. Within the contemporary information environment, auditors operate not only with traditional
documentary sources but also with extensive digital datasets, automated information systems, cloud platforms, and algorithm-
based information-processing mechanisms. Consequently, the concept of audit evidence quality takes on a fundamentally new
meaning, as the reliability and relevance of the evidential base increasingly depend on the functioning of an entity’s digital
infrastructure.

In accordance with the provisions of the IAASB, audit evidence must be sufficient and appropriate to support a well-
founded audit opinion. ISA 500, “Audit Evidence,” states that the appropriateness of audit evidence is a measure of its quality
and encompasses both the relevance and reliability of the information [1].

Within the traditional audit paradigm, evidence quality was primarily evaluated through:

- the source of information;

- documentary substantiation;

- the independence of external confirmations;

- the effectiveness of internal controls.

However, the digitalization of the audit environment substantially transforms these approaches. Under contemporary
conditions, a significant proportion of financial information is generated automatically through ERP systems, cloud platforms,
electronic document management systems, and integrated information systems. Consequently, auditors increasingly assess
not only individual documents but also the quality and reliability of the systems within which relevant data are generated.

According to M. Power, contemporary auditing is evolving toward a model of systems-based trust, within which
confidence is established through the evaluation of the reliability of information systems and control procedures. In The Audit
Society: Rituals of Verification, the scholar argues that digitalization transforms the nature of audit assurance, since trust
increasingly derives from the functioning of systems and control mechanisms rather than from individual documents or
confirmations [13].

Within the digital environment, the quality of audit evidence directly depends upon:

- the effectiveness of IT controls;

- the reliability of automated accounting systems;

- the security of information infrastructures;

- data quality;

- the transparency of information-processing algorithms.

One of the principal challenges of modern auditing concerns the reliability of digital data. The use of Big Data
technologies, automated databases, and analytical platforms provides auditors with access to extensive volumes of
information; however, such access does not inherently guarantee data quality. As noted by M. Alles and G. Gray, digital
technologies create new opportunities for audit analysis while also generating risks related to data quality, informational noise,
and data incompleteness [8, pp. 48-50].

A particularly significant issue arises when auditors are required to work with unstructured data derived from
multiple digital sources, including:

- electronic correspondence;

- CRM systems;

- ERP platforms;

- social media;

- e-commerce systems;

- cloud services.

Under such conditions, traditional criteria for evaluating the reliability of audit evidence lose their universality.
Whereas external written confirmations were previously regarded as the most reliable forms of evidence, auditors increasingly
rely on data analytics and automated transaction-monitoring systems.

The quality of audit evidence is also substantially influenced by an entity’s cybersecurity level. In the digital
environment, risks of unauthorized access, data manipulation, or cyberattacks can directly affect the reliability of financial
information. Consequently, auditors must evaluate:

- mechanisms for protecting information systems;

- data-access policies;

- backup procedures;

- cyberattack detection systems;

- IT governance structures.
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According to the recommendations of the International Federation of Accountants, contemporary auditing requires
integrating IT auditing and financial auditing, as the quality of audit evidence increasingly depends on the digital environment
in which it is generated [14; 15].

The issue of algorithmic transparency is acquiring particular importance. The application of artificial intelligence and
machine learning in accounting and auditing significantly complicates the verification of information sources. In many
instances, auditors receive the results of automated data processing without possessing a complete understanding of the
underlying algorithmic logic. This creates risks related to:

- algorithmic bias;

- erroneous analytical outputs;

- opacity of decision-making processes;

- excessive dependence on software systems.

As emphasized by D. Chan, V. Chiu, and M. Vasarhelyi, contemporary auditing must combine technological automation
with professional auditor judgment. Despite the rapid advancement of data analytics and Al-based technologies, professional
skepticism remains a fundamental element in evaluating the quality of audit evidence [11].

The digital environment also transforms the understanding of the sufficiency of audit evidence. Traditionally, auditing
relied on statistical sampling because verifying every transaction was practically impossible. Contemporary digital
technologies, however, enable auditors to analyze entire transaction populations in real time. While this significantly enhances
audit coverage, it simultaneously creates the problem of information overload.

According to M. DeFond and ]. Zhang, audit quality depends not merely on the quantity of evidence obtained but also
on the auditor’s ability to interpret information appropriately and identify material misstatements. Within the digital
environment, this issue becomes even more critical due to the rapid growth in the volume of available data [16, p. 277].

It should also be emphasized that digitalization advances continuous auditing. Under such conditions, audit evidence
is continuously generated by automated monitoring and analytical systems. This enables the timelier identification of risks;
however, it simultaneously requires:

- a high level of automation;

- continuous data-quality monitoring;

- the enhancement of auditors’ digital competencies;

- the adaptation of International Standards on Auditing.

An equally important aspect of ensuring the quality of audit evidence concerns the professional competence of
auditors. Contemporary auditors must possess not only expertise in accounting and auditing but also competencies related to:

- data analytics;

- information technologies;

- cybersecurity;

- digital controls;

- risk analytics.

Under present conditions, the quality of audit evidence is formed at the intersection of financial auditing, IT auditing,
and digital risk management. This demonstrates the gradual transformation of auditing from a traditional document-
verification system into a comprehensive digital framework for ensuring trust in information.

Conclusions and prospects for further exploration

The study demonstrates that the digital transformation of the audit environment substantially reconfigures the concept
of audit evidence. Contemporary auditing is progressively evolving from traditional documentary verification toward a
systemic data-driven assurance model. The utilization of Big Data technologies, automated control systems, and continuous
auditing substantially expands audit capabilities while simultaneously increasing the importance of professional auditor
judgment, digital data quality, and the effectiveness of IT controls. Under such conditions, particular significance is attached to
the development of auditors’ digital competencies, the adaptation of International Standards on Auditing, and the integration
of data analytics technologies into the process of forming audit conclusions.
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